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Cloud services require a new approach to security
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CASBs are defined by Gartner as:

On-premises, or cloud-based security policy enforcement

points, placed between cloud service consumers and cloud

service providers to combine and interject enterprise security

polices as the cloud-based resources are accessed. CASBs

consolidate multiple types of security policy enforcement.

Cloud Access Security Brokers

of large enterprises 

will use CASBs*

By

2020

85%
• Top 10 Security projects for companies in 2019

• Microsoft has the largest market share with >30%**



Top CASB use cases

Office 365

Salesforce Azure

Box

AWS

DropboxFacebook

TwitterYouTube



Microsoft Cloud App Security in the marketplace

Featured Apps Featured Customers

Office 365

Microsoft Teams
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Shadow IT management lifecycle



Discovery of Shadow IT across 
SaaS, IaaS and PaaS

Discover cloud usage across all 
locations (HQ, Branches, Remote..)

Understand the risk of your SaaS 
apps

Risk assessment for 16,000+ 
cloud apps based on 70+ security 
and compliance risk factors

Analyze usage patterns

Understand the usage patterns
and identify high risk volume users by 
understanding traffic data, top users 
and IP addresses, app categories

Block risky and unsanctioned apps

Using native and programmatic 
integration with leading SWG and 
Proxies

Continuous monitoring

Be alerted when new, risky or high-
volume apps are discovered

Cloud App Discovery



Cloud Discovery with 
Microsoft Defender ATP

Native, endpoint-based 
Discovery of Shadow IT

Discovery of cloud apps 
beyond the corporate 
network from any Windows 
10 machine

Single-click enablement

Machine-based Discovery

Deep dive investigation in 
Windows Defender ATP



Discover OAuth apps
That users have authorized to 
connect to your Office 365 
envrionment

Identify and manage permission 
levels

Understand the implications to your 
business and take action

Define custom policies
to alert on trending, new and risky 
apps in use

Automatically revoke apps
for the entire organization or 
specific users and groups

Discover and manage 
risky OAuth apps



1-click deployment with Microsoft Defender ATP



Discover Shadow IT on and beyond the corporate network



Deep visibility and investigation



Cloud app risk assessment based on more than 70 risk factors for more than 16K apps



Risk score customization



Tag an app as unsanctioned to block it from being accessed by users in the future



Endpoint based control over access to risky and non compliant apps via MDATP (coming soon)



Shadow IT Discovery for IaaS and PaaS services 



Shadow IT Discovery for IaaS and PaaS services – Drill down 





Protect your files and data in the cloud
Data is ubiquitous and you need to make it accessible and collaborative, while safeguarding it

Understand your data and 
exposure in the cloud

Classify and protect your data no 
matter where it’s stored

Monitor, investigate and 

remediate violations

• Connect your apps via our API-based 

App Connectors

• Visibility into sharing level, 

collaborators and classification labels

• Quantify over-sharing exposure, 

external- and compliance risks

• Govern data in the cloud with 

granular DLP policies

• Leverage Microsoft’s IP 

capabilities for classification

• Extend on-prem DLP solutions

• Automatically protect and 

encrypt your data using Azure 

Information Protection

• Create policies to generate 

alerts and trigger automatic 

governance actions

• Identify policy violations

• Investigate incidents 

and related activities

• Quarantine files, remove 

permissions and notify users



Create policies to generate 
alerts and trigger automatic 
governance actions

Be notified to identify and 
investigate policy violations 
and related activities

Automatically remediate with 
built-in actions incl. 
notify owner, notify admin, 
make private, quarantine, etc.

Automatically label and 
protect existing sensitive 
information and when new 
files are uploaded

Detect and remediate 
overexposed files and 

anomalies



Unified labelling with Microsoft 
Information Protection -
streamlined experience across 
O365 DLP, AIP and MCAS

90 built-in, sensitive information 
types you can choose from

Custom sensitive information 
types using Regex, keywords and 
large dictionary

Leverage Microsoft or 3rd party 
DLP engines for classification

Leverage AIP labels

Key Differentiators via 
Microsoft Information 
Protection approach



Protect sensitive files in the cloud 



Context-aware session policies
Control access to cloud apps and 
sensitive data within apps based on 
user, location, device, and app

SAML, Open ID Connect, & on-
prem apps
Support for Microsoft and non-
Microsoft web apps, including on-
prem apps onboarded via Azure AD 
App proxy

Enforce granular monitoring & 
control for risky user sessions
Data Exfiltration:

• Block download, Apply AIP 
label on download

• Block print
• Block copy/cut
• Block custom activities: (e.g., 

IMs with sensitive content)

Data Infiltration:
• Block upload
• Block paste

Conditional Access App Control



Unique integration with Azure AD 
Conditional Access 
Selective routing to MCAS based on the 
session risk determined by Conditional Access 
to optimize end user productivity

Simple deployment 
Built-in policies that can be configured directly 
within the Azure AD portal for an easy 
deployment.

Control your on-prem apps
With the same powerful real-time controls by 
integrating them with Azure AD Application 
Proxy

Worldwide Azure datacenters 
infrastructure
MCAS leverages Azure data centers across 
the world to optimize performance and user 
experience

Key differentiators to optimize 
the admin and end user 

experience



Cloud apps & services



USE CASE: PREVENT DOWNLOAD OF RISKY FILES



Create a session policy to block IM messages in Microsoft Teams that contain sensitive content



Create a session policy to block IM messages in Microsoft Teams that contain sensitive content



Create a session policy to block IM messages in Microsoft Teams that contain sensitive content



End user attempts to send sensitive information (password) via IM message



The IM message is blocked in real-time and not delivered



End user is notified that their access to Exchange Online is being monitored 



End user attempts to download an email attachment containing sensitive, internal information



End user is notified that the download to his personal device was blocked



CONDITIONAL ACCESS APP CONTROL

Microsoft Azure
Active Directory

Analyze Session Risk Check device 
compliance with Intune

Check 
location

Check user 
behavior

Check user 
organization

Enforce Relevant Policies with Conditional Access App Control

Protect downloads 
from unmanaged 
devices with AIP

Monitor and alert on 
actions when user 

activity is suspicious

Enforce read-only mode 
in applications for 
partner (B2B) users

Require MFA and define 
session timeouts for 
unfamiliar locations

BOX.US.CAS.MS

Cloud App Security integrates with:

• Azure Active Directory

• Azure Information Protection 

• Microsoft Intune

to help protect any app in your 

organization.

MICROSOFT CLOUD APP SECURITY



• Unusual file share activity

• Unusual file download

• Unusual file deletion activity

• Ransomware activity

• Data exfiltration to unsanctioned apps

• Activity by a terminated employee

• Mail forwarding rules

Detections across cloud apps

Indicators of a 

compromised session

Malicious use of

an end-user account
Threat delivery 

and persistence

!

!

!

Malicious use of

a privileged user

• Activity from suspicious IP addresses

• Activity from anonymous IP addresses

• Activity from an infrequent country

• Impossible travel between sessions

• Logon attempt from a suspicious user agent

• Malware implanted in cloud apps

• Malicious OAuth application

• Multiple failed login attempts to app

• Suspicious inbox rules (delete, 
forward)

• Unusual impersonated activity

• Unusual administrative activity

• Unusual multiple delete VM activity



Identify high-risk and anomalous 

usage

Exfiltration of data to 

unsanctioned apps

Rogue 3rd party applications

Ransomware attacks

Mitigate ransomware attacks

Suspend user sessions

Revoke OAuth app access

Key threat alerts and 
mitigation actions



Built-in Threat Protection policies
More than 15 out-of-the-box policies 
that alert you on some of the most 
common cloud threats such as 
impossible travel, impersonation 
activities or ransomware detection

Malware Detonation
Intelligent heuristics identify potentially 
malicious files and detonate them in a 
sandbox environment - for existing 
and newly uploaded files

Customize policies to alert and 
remediate
Customize what you want to be 
alerted on to minimize noise and 
configure automatic remediation

Prioritized investigation of alerts
Overview of the users who likely pose 
the greatest risk to the organization 
and are recommended for immediate 
review with a unified view of identity 
threat across on-prem and cloud

Comprehensive Threat 
Protection for your cloud apps



Export alerts and activities to your SIEM
Better protect your cloud applications while maintaining your usual security workflow, automating
security procedures and correlating between cloud-based and on-premises events​

Automate processes via API or PowerShell​
Create your own applications using programmatic access to Cloud App Security data and actions
through REST API endpoints

External DLP solution
Integrate with existing DLP solutions to extend these controls to the cloud while preserving a 
consistent and unified policy across on-premises and cloud activities​

Security Workflow automation with Microsoft Flow
Centralized alert automation and orchestration of custom workflows using the ecosystem of
connectors in Microsoft Flow. Enables routing alerts to ticketing systems (e.g. ServiceNow), gather
end user input for alert investigation, get approval from SOC operator to execute action or apply
additional security controls

Enterprise Integrations



Centralized alert automation
and orchestration of custom
workflows

Automate the triage of alerts

Enables an ecosystem of
connectors in Microsoft Flow
incl. >100 3rd party
connectors such as Jira,
ServiceNow, and DocuSign

Out-of-the-box and custom
workflow playbooks that work
with the systems of your
choice

Predefined governance
options when creating
policies

Automating Security 
Workflows with MS Flow



Open incident in ticketing 

system & populate with 

alert attributes

Request user input to 

provide context during 

alert investigation

Get admin approval to 

execute remediation 

action



1. Route alerts to ticketing systems such as Jira or ServiceNow 

2. Route alerts to different SOC teams based on geography of the user

3. Request input from a user's manager to triage alert 

4. Request user input to decide how to triage an alert

5. Block unsanctioned apps on the firewall using CAS discovery alerts

6. Get admin approval to execute remediation action

7. Disable user in AAD and in on-prem Active Directory based on suspicious alerts

8. Remove malicious forwarding inbox rule in Exchange Online

9. Automatically dismiss “unusual location” alerts when a user has OOF message set to “On”

10. MCAS alert triggers antivirus scan in Microsoft Defender ATP

Sample automation scenarios



Block risky app on firewall



Top 10 CASB use cases you should think about

1. Discover the cloud apps and services used in your 

organization

2. Assess the risk and compliance of  all cloud apps

3. Govern access to discovered cloud apps and 

explore enterprise-ready alternatives

4. Discover OAuth apps with access to your 

environment

5. Gain visibility into all corporate data stored in the 

cloud apps and understand your exposure

6. Enforce DLP and compliance policies for sensitive 

data stored in your cloud apps

7. Protect data downloaded to unmanaged devices

8. Detect compromised user and admin accounts, and 

identify insider threats

9. Detect and remediate malware in your cloud apps

10. Audit the configuration of your IaaS environments 


